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PHAN TiICH CAC KIEU TAN CONG MANG NGANG HANG P2P

cO cAUTRUC

ANALYSIS OF VARIOUS ATTACKS ON STRUCTURED P2P OVERLAY NETWORKS

TOM TAT

Mang ngang hang P2P dang trd nén kha pho bién, dac biét cac ing dung
P2P chiém mdt lwong béng thdng kha Ion trén mang Internet. Trong hé thdng
mang P2P tét c& c&c may tham gia du binh déng, né déng vai tro clia cd méy
chdi va may khéch dai voi cac may khéc trong mang. Do thiéu xac thyc tap trung
nén mang P2P ¢6 cdu triic dé bi tAn cong boi cac kiéu tan cong khac nhau. Vi vay
véan d8 bao mat mang P2P ¢ cAu trlc gap rat nhiéu kho khén. Bai bao phan tich
cac van d@ tan cong vao mang ngang hang cd cau triic va mot sb kiéu tén cong
DoS, DDoS, Man-in-the-Middle, t4n cng nhiém ddc bang dinh tuyén, tin cong
mao nhan, tan cong che khuat. Phan md phdng st dung OMNeT-++ va OverSim
@€ danh gia anh hudng clia tan cong mao nhan (Sybil attacks) vao mang P2P ¢d
cau trlc. Két qua mo phdng cho thdy anh hudng clia tan cong Sybil rt nghiém
trong téi mang P2P.

Tir khoa: Mang ngang hang, bang bam phan tan, tén cong tir chdi dich vy,
t4n cdng mao nhan, tén ¢ong che khudt, t&n cong nhiém doc bang dinh tuyén, loT.

ABSTRACT

Peer-to-peer (P2P) systems have become extremely popular and contribute
to vast amounts of Internet traffic. In P2P systems, all nodes are equal or peers
and they can either act as client or server. Due to the lake of centralize authority,
structured overlay networks are vulnerable to various attacks. So the security
issues in the p2p networks should be considered more carefully. In this paper we
review the P2P networks, their security issues and counter measures. The attacks
include DoS, DDoS, Man-in-the-Middle, Pollution Attack, Rational Attack, Sybil
Attack and Index Poisoning Attack, routing table poisoning attack, Sybil attack,
Eclipse attack. OMNeT-++ and OverSim have been used for the simulation and to
study the behaviour of the Sybil attack. The simulation results show that the
impact of Sybil's attack is very serious on P2P networks.

Keywords: Peer-to-peer, distributed hash table, DoS attack, Sybil attack,
Eclipse attack, routing table poisoning attack, Internet of Things.
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1. DAT VAN BE

Mang Internet truyén thdng dwa trén mé hinh khéach -
chl thudng déi mat véi van dé 16i diém don, né xudt hién khi
may cht bi 16i dan dén mang c6 thé bi sup dé hoan toan. Mo
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hinh P2P duoc nghién cltu dé giadi quyét van dé nay. Tinh
chat phan tan cta cdc mang P2P lam tang kha nang chiu
dung 16i khi c6 16i xay ra bang cach sao lvu dit liéu qua nhiéu
nat trong mang. Trong béi canh phat trién ctia cdng nghé
trén nén internet (internet di dong, IoT va dién toan dam
may), da lam gia ting ¢ng dung P2P chéc chan yéu cau
nhiéu hon vé bao mat clia cac hé thong P2P [1, 3, 4, 5].

Tuy nhién bdo méat cho hé théng P2P gap rat nhiéu khé
khan do céc nut trong hé thong hoan toan dong, phan tan
khap noi, cac nat khéng chirng thire 1an nhau. Cac co ché
b&o mat truyén thong nhu trong Itra, xac thiec... khdng thé
bo vé hé théng P2P nguoc lai co thé ngan can qua trinh
truyén thong. Trong hé théng P2P pha hoai hé thdng dinh
tuyén 1a méi de doa lon nhat. K& tan cdng sé khai thac 16
héng cla thuat toan dinh tuyén DHTSs, tir d6 cac nit mang
sé dua trén mot bang dinh tuyén khac dé hoat déng, diéu
nay lam anh huwéng téi hiéu qua tim kiém. Guido Urdaneta
(2011) d chi ra rang mang P2P c6 c4u trac dwa trén DHT c6
mot sO cac loai tan cong dién hinh nhu: (1) tdn c6ng mao
nhéan (Sybil), (2) tdn cdng che khuat (Eclipse) va (3) tdn cong
dinh tuyén, (4) tdn céng hé thdng lvu tri.

Qua khao sat nghién ctru cling c6 mot sé cac hwéng
nghién ctru dua ra giai phap bdo mat cho dinh tuyén P2P
[4-5-6], tuy nhién cac nghién ctru van con mot s6 van dé
can xem xét. Vi du nhuv anh hwdng cla ky thuat méi dua
vao anh huéng téi hiéu nang dinh tuyén, cdu trdc nguyén
thly mang P2P cdu tric bi pha v&, lvu lugng tiéu tén cho
van dé xac thuc.

Phan 2 cla bai bdo phan tich cac van dé tdn cdng vao
mang P2P cé ciu tric, viéc danh gia mé phang anh hudng
cla tdn cdng mao nhan (Sybil attacks) cling duoc dwa vao
phan 3 va két luan hurdng phat trién ti€p theo duvge phan
tich & phan 4.

2. KHAO SAT CAC VAN BE TAN CONG TRONG MANG
NGANG HANG
2.1.Tan céng DoS va DDoS

Tén cdng tir chdi dich vu (DoS) la mét hanh dong doc
hai khién may chd hodc tai nguyén mang khong kha dung
vGi ngudi dung, théng thudng bang cach gian doan tam
thoi dich vu ctia mot tram két ndi Internet. Tan cong tir choi
dich vy phan tan (DDoS), st dung rat nhiéu thiét bj va két
néi Internet, thwong phan tan toan cau. Do do tan cong
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DDoS thuong kho d6i phé hon, nan nhan sé bi tan cong béi
yéu cau tir hang trdm dén hang ngan nguén khac nhau.
Tan cong DoS va DDoS anh huwéng rat khac nhau téi cau
trdc clia mang P2P va rat kho dé phéat hién va ngan chan, vi
khong cé slra doi nao trong hé thong duoc thuc hién.
2.2.Tan cong mao nhan (Sybil Attack)

Mot cudc tan céng Sybil dién ra khi mot thyc thé co
nhiéu hon mot dinh danh. Ké tan cong gia mao nhiéu dinh
danh va thay d6i co ché dy phong. Tan céng Sybil thanh
cong ca thé kiém soat mot phan clia mang P2P ¢é cAu truc.
Ké tan cong gidi thiéu mét s6 lvgng Ion cac thuc thé doc
hai, mang duoc kiém soat bdi cac nut doc hai, dan dén cac
nat nay xam nhap cac thudc tinh bao mat cta toan bd hé
thong. Khi néi dén viéc pha hoai thuc t€ dwgc thic hién boi
cac thuyc thé doc hai nay, cudc tan cong dién ra hoan toan
bang cach lam sai léch duong dinh tuyén trong quéa trinh
tim kiém. NGt tan cong c6 thé lam gian doan hodc lam suy
giam hiéu nang cla dich vu tim kiém DHT bang céach st
dung hai chién lvgc sau day: Non-cooperation Cac nit doc
hai khéng cung cép thoéng tin cho cac nit khac; Flooding
Céac nut déc hai, khi dwoc yéu cau, cung cdp mot nit doc
hai khac dudi dang tra |oi. D€ han ché tdn cong Sybil la
théch thirc Ién clia mang P2P cé cdu trdc, hién tai chua cé
gidi phap hoan hao nao dé chéng tan céng Sybil.
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Hinh 1. Tan cong mao nhan (sybil Attack)
2.3.Tan cong che khuét (Eclipse Attack)

Tan cong che khuat la mét dang chung cua tén cong
trong mang P2P, ké tan cong diéu khién mot lvgng 16n cac
déi twong la thanh vién trong tap hang xém clia nit chuan.
Trong treong hop nay, mot nhém céac nat gay hai lién két
vGi nhau dé Iira cac nit chudn bang cach dwa cac nat gay
hai vao tap hang xém ctia cac nit chuén. Bang viéc thuc
hién tan cong che khudt, ké tdn cong cd thé diéu khién mot
phan dang ké ctia mang. Hon nita, mét lwgng I&n cac nat
gay hai co6 thé che khuat nhiéu nat chuan dé diéu khién
toan bd mang. Cac nut trong mang khéng thé chuyén tiép
mot cach chinh xac cac théng diép va mang sé khéng duoc
quan ly. Tan cdng che khudt can mét lvgng nhat dinh cac
nat gay hai théng déng véi nhau maéi co thé thyc hién
thanh cong. Ching lién két véi nhau “che khudt” mang, lam
cho cac nat chuén chi biét dén chiing va moi lién hé téi cac
nat chuén khac déu bi chi phoi va khéng ché. Tan cong che
khuat giong nhu dang nang cao cla tan cong nguoi & gitra
(Man in the middle attack).

2.4.Tan cong dinh tuyén

Trong cac mang P2P, méi nat duy tri bang dinh tuyén
va dva trén bang dinh tuyén nay, tim kiém khéa duogc thuc
hién. Mgt nat ddc hai thuc hién vai tro tich cuc trong mang
c6 thé thuc hién mot sé hanh vi nguy hiém. Ké tan cong
don gian chuyén tiép truy van tim kiém toi dia chi sai va
truy van sé& bi mat. Do déc diém cla bang bam phan tan
DHT, loai tdn cong nay c6 thé dé dang phat hién. Lam cho
nut truy van nhan biét vé viéc tim kiém sé ti€n gan hon gan
hon t&i nat dich. Néu nat truy van nhan thay qua trinh tim
kiém khong theo quy tac d6 no s& st dung tuyén duong
khac nhau. Ba yéu cau dé dinh tuyén an toan: (1) Khai bao
dinh danh an toan cho nat (2) Duy tri bang dinh tuyén an
toan va (3) Chuyén ti€p ban tin an toan. Do d6, dya trén
nhi*ng yéu cau, cac cudc tan cdng dinh tuyén trén P2P cé
cdu truc duoc phan loai thanh ba loai: TAn cdng trén anh xa
dinh danh, tdn céng vao chuyén tiép di liéu va tan cong
vao qua trinh duy tri bang dinh tuyén.

2.5. Tdn cong nhiém ddc (Poisoning attacks)

Céc cudc tdn cong nhiém doc co thé xay ra trong cac
mang P2P cling nhu cac mang truyén théng. Tan cong
nhiém ddc trong mang P2P c6 thé liét ké: Tan cong nhiém
doc file chi muc (Index poisoning attack) va nhiém doc
bang dinh tuyén (Routing table poisoning attack). Nhi*rng
ké tan céng co thé st dung thong tin nhu file chi muc, dia
chi IP dé lam anh hudng téi tinh toan ven clia hé thong.

3. MO PHONG DANH GIA ANH HUONG CUA TAN CONG
MAO NHAN (SYBIL) VAO MANG P2P CO CAU TRUC

Trong phan nay bai bdo s dung phan mém OverSim
trén nén OMNeT++ dé mé phong kich ban tan cdéng mao
nhan (Sybil Attack) vao Chord_DHT day la cdu triic phé bién
trong mang P2P c6 cdu trdc. Trong kich ban thyc té, s6 lvgng
c&c nat tham gia vao mot mang P2P ¢6 cu trdc c6 thé 1én
t¢i hang nghin nat, tuy nhién, do kha nang tinh toan gi¢i han
clia cac tai nguyén, bai bdo md phang véi s6 nt 500 nut.
3.1. Cau trac Chord_DHT

Bang 1. Cac trudng trong bang dinh tuyén (finger)

Ky hiéu Binh nghia

Finger[i] (n+2"Ymod 2, 1<i<m

Successor Nt ti€p theo trén vong tron dinh danh, la finger[1].niit
Predecssor NGt trude d6 trén vong tron dinh danh

Chord la giao thirc dinh tuyén dva trén bang bam phan
tan. Ham bam lién tuc gan cho mai nat va khda (key) mot
s6 dinh danh (ID) m-bit (m = 160 bit) qua ham bam SHA-1.
Pinh danh ID cia mot ndt la gia tri bam dia chi IP cda nat
do. Binh danh clla mot key la gia tri bam cutia key doé. Ta quy
dinh thuat ngt key hodc khéa sé duwoc dung dé chi ca tir
khoa gdc lan gia tri bdm cla no (trwdc va sau khi bam). Sap
xép cac dinh danh theo thi ty trén vong dinh danh gém 2™
vi tri s&p xép. Vong dinh danh la vong tron gdm céc s6 tir 0
dén 2™ ¢6 chiéu thuan theo chiéu kim déng ho. Vong dinh
danh con duoc goi la vong Chord. Khoa k sé dwgc gan cho
nat dau tién c6 dinh danh bang hodc ding sau dinh danh
cla k trong khéng gian dinh danh. Nut nay duwgc goi la
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successor clia k, dwoc viét la successor(k). D& cai thién hiéu
nang tim kiém, bang dinh tuyén tai mdi nat Chord luu
m=log,(N) con trd goi la cac finger. Tap cac finger clia nat ID
n dwoc xac dinh nhu sau F(n)={Succ(n+2"™)}, 1 <i < m va tét
cd cac phép tinh déu dugc lay theo mod 2™,

3.2.Kich ban mé phéng tan cong mao nhan vao Chord DHT

Theo phan tich ly thuyét cac nat Sybil gid mao nhiéu dinh
danh dé tan céng va chiém tai nguyén clia mang. Trong
phan nay, cac thu vién mé phong OverSim duoc sira d6i dé
c6 thé dwa cac nGt Sybil vao mang. Mot sé céc file Code gbc
clia Chord_DHT ciing dugc stra d6i cho phu hop véi kich ban
mo phdng nhv; FingerTable, Default.ini. M6 phéng ti€én hanh
phan tich anh hwéng ctia tdn cong Sybil qua kich ban:

- S6 nut trong vong tron Chord l1a 500 nut, sau dé chay
mo phdng véi s6 nit Sybil tdng dan trong mang dé thay
dugc anh hudng clia Sybil t6i cac thuc thé bang dinh tuyén
(khdng xét téi anh hudng cac bang dinh tuyén bi nhiém
doc va thoi gian séng cltia nat Sybil 1a 3 gio).

- Tang thoi gian séng cla nuat Sybil (15 gio) va xét ca
anh hudng khi bang dinh tuyén bi nhiém doc.

Mang

Cheén nat Tén cong nhiém
Sybil (mot Chord_DHT doc bang dinh
nat déng thoi tuyén (RTP)
nhigu D) ST

Hinh 2. Md phdng tén cong Sybil qua OverSim

Két qua hinh 2 cho thay s6 cac nat Sybil ty 1€ thuan voi
tai nguyén né str dung. Néu sb cac nut Sybil 1a 50 (10%) thi
thuc thé dinh tuyén bi nhiém doc cting khoang 8%. S& rat
nguy hiém khi ké tan cong c6 thé ndm duoc mot lwong 16n
cac dinh danh trong mang P2P c6 cau tric. Néu ti 1é n(t do
ma né sinh la vé han thi né cé thé chiém téi gan nhv la
100% céc nut trong mang, nhu vay no co thé che khuéat cac
nat chuan khac trong mang.
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$6 miit Sybil tham gia vao hé théng

Hinh 3. Tén cng Sybil khong nhiém ddc bang dinh tuyén qua OverSim

Trong vai treong hop, khi ké tdn cdng c6 quyén truy cap
dé chay cac nut Sybil trong mét khoang thoi gian dai hon,
s0 lvgng cac muc dinh tuyén déc hai tang 1én dén mot muc
dd nao d6. M6 phdng ti€én hanh véi thoi gian séng clia nat
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Sybil tang 1én 1a 15 gio va diéu nay dan dén su gia tang cac
thuc thé dinh tuyén doc hai so véi Sybil co thoi gian séng 3
gio. Khi bang dinh tuyé&n bi nhiém ddc cac nut ddc hai sé
duoc dwa vao tap hang xom clia cac nat chuan (finger), quéa
trinh chuyén tiép truy van sé duoc cac nit do chuyén toi
cac nut Sybil. Biéu nay cang lam tang kha nang anh hudng
clia cac nat Sybil toi mang két qua duoc thé hién hinh 4.
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Hinh 4. Tan cng Sybil va nhiém ddc bang dinh tuyén qua OverSim
4, KET LUAN VA HUONG NGHIEN CUU TIEP THEO

Bai bao da trinh bay viéc phan tich ly thuyét, danh gia
anh hudng cla tan cong Sybil vao mang Chord DHT. Qua
phéan tich cho thdy mét sé tdn céng nhuw: Tan cdng mao nhan
(Sybil Attack), tdn cdng che khuét (Eclipse Attack), tdn céng
tlr chGi dich vu, tdn cong chuyén tiép di liéu, tdn cdng dinh
tuyén la cac m6i de doa nghiém trong téi bdo mat hé thdng
P2P c¢6 céu tric. Viec mo phong tan cdng Sybil dung nhiéu
dinh danh dugc tién hanh trong mang Chord_DHT. Dua trén
két gua md phdng cho thdy hé théng P2P c6 cdu tric gap
nguy hiém bdi qué trinh khéi tao dinh danh cho mdi nat moi
mudn gia nhap vao mang. S6 nit Sybil ty & thuan véi ty &
bang dinh tuyén bi nhiém doc. Thoi gian séng cia nat Sybil
cting nhu bang dinh tuyén bi nhiém doc cang lam gia ting
kha nang tan cong cutia Sybil vao mang.

Huéng nghién cltu ti€p theo nhdém nghién ctru khao sat
cac phuong phap giam thiéu tan céng trong mang P2P ¢
cdu tric va dé xuét gidi thuat dinh tuyén cai thién hiéu
nang co tinh téi yéu té bao mat.
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