CONG NGHE

GIAI PHAP NANG CAO TY LE MA HOA CUA SO DO MAT MA

DUA TREN MA

PROPOSED SOLUTIONS TO IMPROVE THE CODE RATE OF CODE-BASED CRYPTOGRAPHY

TOM TAT

Bai bao dé xudt hai giai phap cai tién hé mat McEliece, gidi phap st dung
vector 0i mang tin va giai phap sir dung mé ndi tiép thay thé ma Goppa. Cac giéi
phdp de xudt cho phép tang ty Ié ma hod dén ~0,8, dat d0 loi ma hda 1,7dB,
tang kha nang sta 10i, kha néng chdng nhiéu clia hé thong va do bdo mat so véi
thuét toan dé xuét géc.

Tir khoa: Hé mat McEliece, so d6 mat dya trén ma, ma héa cong khai, ma
Goppa.

ABSTRACT

This paper is mainly to analyse the feature of the McEliece cryptosystem, in
which it gives a variety of solutions in order to enhace the effect of the algorithm
such as using error vector and replace Goppa code which use in the traditional by
succeed concatenated coding. The algorithm improves the coding rate about
~0.8, gain encoding 1.7dB and the security ability of McEliece algorithm
improves more greatly than the traditional.

Keywords: McEliece cryptosystem, Code based cryptosystem, Public-key
cryptography, Goppa codes.
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1. DAT VAN BE

Hé mat McEliece la hé mat ma khéa cong khai dau tién
dva trén ly thuyét ma hoa dai s6, dugc gidi thiéu nam 1978
[1]. An ninh cda hé mat nay dua trén do kho cla bai toan
giadi ma theo syndrome va da dugc chirng minh la bai toan
NP day dua [2]. So d6 g6c ban dau dé xuat st dung ma
Goppa nhi phan va thuat toan giai ma Patterson. Uu diém
noi bat clia hé mat la tinh bao mat cao, thoi gian thuc hién
ma hoa va gidi ma nhanh, yéu cau thiét bi thyc hién don
gian [3]. Trdi qua 40 ndm v&i ma Goppa chua ¢ thuét toan
hiéu qua nao c6 thé pha v dwgc so dd hé mat McEliece voi
tham s6 duwoc lwa chon pht hop. Vi vay, hé mat nay duoc
x€p vao nhém méat mé sau lvgng t& va nhirng ndm gan day
da dugc cong dong cac nha mat méa hoc nghién ctu réng
rdi. Tuy nhién, hé méat nay chua dugc dua vao (ng dung
trong thuc té xudt phat tlr nhwgce diém co ban ctia né la ty
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I&é ma héa thap (~1/2), kich thwéc khda Ién (1024 X 524 bit
do6i v6i hé mat dé xuat ban dau) do dé doi héi dung luong
bd nho 16N,

No6i dung bai bao nay, dé xuat hai ci tién ap dung trén
so dd hé mat McEliece nham khéc phuc nhitng diém yéu
trén clia hé mat g6c. Cac thuat toan dé xuat méi cho phép
tang ty Ié ma hoa 1én dén 0,8 ma van dam bao do an toan
clia hé mat. Phan con lai cia bai bao dwoc t6 chirc nhu sau:
Trong phan 2, bai bao gigi thiéu dac diém co ban cla hé
mat ma khoa cdng khai McEliece, phan 3 trinh bay thuat
toan cai tién str dung vector 16i mang mot phan théng tin,
phan 4 trinh bay thuat toan cai tién stz dung ma ndi ti€p
thay thé Goppa trong so d6 hé mat gbc, cudi cling phan két
luan duoc trinh bay trong phan 5.

2. HE MAT KHOA CONG KHAI MCELIECE

Hé mat McEliece dwgc gii thiéu bdi R.McEliece vao
nam 1978 [1]. Pay la so d6 hé méat dau tién st dung tinh
ngau nhién trong ma hda. Thuat toan dya trén dé kho clia
gidi ma ma khéi tuyén tinh. Thuat toan ban dau st dung
ma nhi phan Goppa, d& dang trong viéc giai ma nho thuat
toan cla Patterson [4]. Khéa cong khai thu duoc tir khéa
mat bang cach che ddu tir ma da chon giéng nhu mot tir
ma tuyén tinh. D€ thuc hién, ma tran sinh G clia ma nhi
phan duoc xao tron voi hai ma tran kha nghich ngau nhién
QvaP.

Bén gt
Bdn
=/\ mac
N ¢
A
Vector
13i (e) =
=]
Ban tin c
tthan
Bén nhén

Hinh 1. So d6 khoi thuat toan McEliece

Hé mat McEliece bao gébm 3 thuat toan: thuat toan tao
khoa, nham tao ra khéa cong khai va khoa mat; thuat toan
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ma héa xac sudt, st dung tinh chat ngau nhién trong thuat
toan ma hoa va thuat toan gidi ma. Hé mat McEliece goc st
dung ma Goppa nhi phan, ma Goppa la mgt I6p con cta
mé stra 16i tuyén tinh dugc dung dé stra cac 10i ngau nhién
xay ra khi truyén qua kénh c6 nhiéu. So d6 khéi hé mat
dugc biéu dién trén hinh 1 [5].

Trong do: Ban tin ngudn duoc biéu dién & dang mot
chuoi théng tin s6 nhi phan dugc chia thanh cac khdi con
ky hiéu la m cé do dai la k bit. Cac thuat toan ctia hé mat
dugc thye hién nhuw sau [1]:

Tao khoa:

» Chon mét mé tuyén tinh nhi phan C cé kha nang sra
duoc t 16i. Ma Goppa dugc dic treng bdi ma tran sinh 9
kicp thuéc kxn va c6 kha nang stra dwgc mot vector 16i
ngau nhién dai n bit c6 trong s6 nhé hon hoic bang t.

» Chon mét ma tran nhj phan kha nghich Q kich thuéc
kxk c6 nghich dao 1a Q™.

« Chon mot ma tran hoan vi nhi phan ngau nhién P kich
thudc nxn (chi cé mot phan tir “1” trén moi hang va moi cot).

+ Tinh toan ma tréan G, = Q.G.P kich thudc kxn.

G,=QGP 1)

+ Khoa cong khai la (G, t), khnda mat la (Q, G, P).

Ma hoéa:

Quaé trinh mé& hod va giadi md mot ban tin trén hé mat
McEliece dwoc thuc hién nhu sau: O bén nhan mudn nhan
duoc ban tin dugc mat hoa bang thuat toan McEliece, sé
thuc hién tinh chia khoa cong khai G, duya trén cac chia
khoa mat la cac ma tran Q, G va P, sau d6 gtii cap khoa cong
khai (G,, t) qua kénh truyén dén bén gui.

* Khi mudn gti ban tin m téi bén nhan théng qua khéa
cong khai (G, t).

« Biéu dién ban tin m & dang mot chudi nhi phan cé do
dai k bit.

« Tao mdt vector e ngau nhién c6 dd dai n va cé trong
sO (s6 phan tr “1") w(e) < t.

« Tinh toan ban ma c sau d6 gti cho bén nhan

c=mG,+e 2

Giai ma:

Sau khi nhan dwgc tir ma ¢, bén nhén thyc hién giai ma
ban tin:

+ Tinh phép toan cP™

cP'=m(QGP)P*+eP ' =mQG+eP 3)

« Sir dung thuat toan giai ma stra 16i d6i voi CP? dé tim
dwoc mQ

m’'=mQ 4)
» Xac dinh ban tinm
m=mQ*=(mQ)Q™* ()

Ta c6 cP* = mQG + eP? va P la ma tran hoan vi nén ep*
cé trong s6 I6n nhat lat. M& Goppa G, c6 thé sira duoc t 16i

va tr md mQG cé thé sira duoc t 16i nhd thuat toan
Patterson hoac st dung cac thuat toan khac. Do do6 ta sé
tinh dugc tr ma m’ = mQ. BE I8y ban tin gdc ta nhan m’ véi
ma tran nghich dao ctia Q ta ¢6 m'Q™ = m, day chinh Ia ban
tin gbc ban dau.

Tl ban chat clia cac thuat toan thuc hién trong hé mat
McEliece ta dwa ra mot s6 nhan xét co ban vé thuat toan
nay nhu sau:

- H& mét c6 db bdo mat cao vi khdng phai thuc hién
truyén cac khoa mat (cac khoda dung dé gidi ma ban tin) qua
kénh, cac kh6a nay chi duy nhat bén thyc hién giai ma biét.

- Thiét ké cac thiét bi ma hoa va giai ma don gian vi viéc
tinh toan thyc hién trong cac qué trinh nay la cac phép tinh
nhi phan, do d6 ta c6 thé thiét ké thiét bi bang cac linh kién
s0 kha phé bién.

- Thoi gian méd hoa va gidi ma nhanh chi thic hién tinh
toan trén cac phép toan nhi phan, cé thé dap trng duoc céc
thong tin yéu cau thoi gian thuc.

- Nhuoc diém co ban cta hé mat la ty 1&é ma hoa thap
(~=1/2) vi str dung ma kénh la méa khai tuyén tinh, thuat toan
McEliece gbc st dung ma Goppa (1024, 524) véi ty 1&€ ma
hoar=k/n~1/2.

- Théng theong dé ddm bao d6 mat cao, thuat toan
McEliece yéu cau kich thuéc khoéa Ién téi 1024 bit (tvong
duong voi 219, hon nita, dé khéc phuc phrong an tan cong
theo ki€u vét can (tinh tat ca cac truong hop c6 thé cé cla
vector tin hiéu dau vao), thuat toan McEliece yéu cau kich
thuéc ban tin dau vao kha 16n (k = 524). Nhitng van dé nay
dan dén viéc doi hoi thiét bi ma hoa va gidi ma phai co
dung lvgng bd nhé kha I6n, do dé lam cham thi gian cla
qua trinh xt ly tin hiéu.

No6i dung ti€p theo cla bao bao trinh bay hai dé xuat cai
tién thuat toan McEliece nham ting ty 1&é ma hoa va tang
kha nang chéng nhiéu va dé bao mat so véi thuat toan géc.
3. DE XUAT TANG TY LE MA HOA CUA HE MAT McELIECE
SU’ DUNG VECTOR LOI MANG TIN

Bén gui

Ma trin G,

Ngubn tin 1 H Ma khdi TT
(m) : (Ma trén G)

Nguon tin 2 Tao vector 16
(mg) (e)

Ngudn tin 1 i Giai md khéi !
Mihéalai | “1 | Tinh vector 160 ¢
(e1=mGy) (e =citc)

Ngudn tin 2 g
()

e
Bén nhan

Hinh 2. So d6 khoi hé mét McEliece cai tién
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Diém han ché clia hé mat McEliece la ty 1é ma héa thap
(khoang 0,5 véi so dd gdc). Bé khac phuc diém han ché nay
tac gid dé xuat gidi phap dwa mot phan théng tin can
truyén vao vector 16i. Thuat toan dé xudt nhdm tang ty 1&
ma hoéa cla thuat toan McEliece déng thoi nang cao do bao
mat clia hé mat McEliece. So d6 khoi hé mat McEliece cai
tién dé xuat dwoc thé hién trén hinh 2.

Gidi phap thuc hién la ldy mét s6 bit thdng tin can
truyén anh xa sang mot vector 16i truéc khi dwoc thém vao
tr ma. Bén nhan sau khi xac dinh dwoc vector 16i, c6 thé
duoc khoi phuc lai dugc phan théng tin bé sung. Bang cach
sr dung phuong phap nay, ty 16 mad hdéa cho hé mat
McEliece duoc tang Ién dén 0,8 hoac cao hon. Giai phap co
ban clia thuat toan 1a tao ra vector 16i e c6 do dai n va trong
lwong t tir cac bit théng tin ¢c6 dé dai |. Nhu vay téng s6 bit
tin dwoc guri di trong trvong hop nay la (k+1), khi do, ty 1é
ma hoa tang lén, (k + 1)/n > k/n khi (I # 0). Van dé co ban
dwoc dat ra la lva chon d6 dai cia chudi tin bé sung | bang
bao nhiéu va Iam thé nao dé tao duoc vector 16i thda man
yéu cau trén.

Pé thuc hién y twdng nay, ta dua trén mot thuat toan
bién déi nhi phan, néi dung chinh ctia thuat toan la cé thé
bién d6i mot chudi bit nhi phan cé ndi dung bat ky voi do
dai | (vector tin b6 sung) thanh mét chudi bit c6 dd dai n va
trong luong t (vector 16i e) voi diéu kién rang budc phai
thod méan theo cong thic (6) [6,7]:

I=| log, C} |. (6)

Trong do, C; la t6 hgp cta t trong n. Luu do6 thuat toan

bién dai tir vector tin b8 sung m, sang vector 16i e dugc mo
ta trén hinh 3.

Nhap vector

tin hiéu vao (m,)

i—i-(co)
v

e, >LLw—o>w+l1

Diing

e, >0 for U'>¢

e, —>1 for t'>¢

Y v

Hinh 3. Luru d6 thuét toan bién dai tir vector tin bd sung sang vector Ioi
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Gia thiét ban tin can truyén 1a M = (m|m,), gém hai ban
tin con la m va m,. Cac thuéat toan clla hé mat McEliece cai
tién dwoc thuc hién nhu sau:

Tao khoa:

Qua trinh tao khoa thyc hién twong ty trong thuét toan
g6c (duoc trinh bay trong phan 1), véi khéa cong khai (G, t)
va khéa bi mat la ba ma tran Q, G, P. Thuat todn ma héa va
gidi mé clia so do dé xuat duoc thyc hién nhu sau:

Ma hoa:

Khi muén gt ban tin nguodn téi bén nhan théng qua
khoéa cong khai G,. BEn gli thuc hién chia ban tin thanh hai
thanh phan la ban tin chinh m (nguén tin 1) va ban tin bd
sung m, (ngudn tin 2) va thyc hién ma hoéa nhv sau:

+ D06i voi ban tin chinh m (ngudn tin 1) dwgc nhan véi
khoéa céng khai G, (trong d6 G, la ma tran tich ctia ba ma
tran Q, G, P) ta dugc tlr mé c,.

+ DGi vai phan ban tin b6 sung m, (ngudn tin 2), & bén
gli thuc hién bién ddi ban tin nay voi do dai | sang vector
16i e c6 dd dai n va trong lugng t, thuc hién theo thuat toan
duwoc trinh bay trén hinh 3; cac tham s6 |, n, t phai thod man
cong thic (6).

+Tinhtrméc=c,+e=mG,+e

Giai ma:

Sau khi nhan duwgc ban ma ¢, bén nhén thuc hién giai
ma ban tin nhu sau:

+ Xac dinh ban tin chinh m. Thuc hién tinh m* = c.P?
(P 1a ma tran nghich dao ctia P), gidi ma slra sai tvong tng
v&i ma trén sinh G ta xac dinh dwoc vector m, va thyc hién
tnhm=m,Q™

m, =cP™

=(mG, +e)P*
=(MQGP +e)P !
=(MQ)G+eP™

m, =mQ

Tlr d6 ta xac dinh dwvgc ban tin chinh m=m,Q™".

+ Xac nhan tin bo sung m,, bén nhan tién hanh thuc hién
khoi phuc ban tin theo cac budc sau:

Budc 1: Thuc hién ma hod lai, bang cach tinh:

¢, =mG, (7

Budc 2: Tinh vector 16i & bén nhan theo cong thirc (8):

e=c,+c (8)

Bwdc 3: Khoi phuc phan ban tin bo sung tir vector e

bang thuat toan bién ddi ngwoc so véi bén g, thuat toan
duoc trinh bay chi ti€t trén hinh 4.
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sy

Nhap vector e
t=w(e); j 20

v
/ Chudi bit nhj phan (m,) /

Hinh 4. Thuét toan bién di vector 16i thanh chudi tin hiéu bd sung m,

Nhan xét dac diém thuat todn McEliece cai tién sl
dung vector 16i mang tin:

+ Hé mat dé xudt khi st dung vector 16i mang mot phan
thong tin da tang duoc ty 16 ma hoa so v6i dé xuat cla hé
mat gbc (ty I&é ma hoa cé thé dat téi ~0,8 trong khi thuat
toan g6c chi dat ty |16 ma hoa ~0,5). Mat khac théng qua
viéc b sung mdt luong théng tin vao vector 16i da lam
tang dwoc do bao mat ctia hé mat, vi bén thir ba thwong chi
quan tam dén phan thong tin chinh (m) ndm trong thuat
toan goc.

+ Hé mat McEliece cai tién con han ché la yéu cau sy
thong nhat thuat toan bién doi phan thong tin bé sung
thanh vector 16i e, diéu nay dan dén sv phtc tap khi st
dung hé mat cai ti€n nay.

+ VGi phuong phap cai tién st dung vector 16i mang tin,
ty 18 ma hoa cé thé dwgc cai thién tir 0,51 1én 0,79 khi chon
cac tham s6 theo dé xudt goc k =524, n = 1024 va t = 50 khi
do | = 284 tinh theo cdng thiic (6) (mang 284 bit thdng tin
b6 sung) va tlr 0,63 1én 0,87 khi chon k = 654, n = 1024,
t=37val=225.

4. BE XUAT NANG CAO O BAO MAT CUA HE MAT
MCELIECE SU DUNG MA NOI TIEP THAY THE MA GOPPA
TRONG SO PO GOC

M3 néi tiép
Bén tin

ngudn Tur ma
— Gi&i mé ngoai B xdo tron Gidi mé trong —>

Hinh 5. So d0 khdi mé ndi tiép

Giai phap co ban cla dé xuat nay la st dung méa kénh
noi ti€p thay thé cho ma Goppa trong thuat toan truyén
théng nham tang khéng gian chia cho hé mat McEliece, ma

van dam bao dwoc do bao mat va téc dd ma. So dd khoi
clla ma ndi ti€p dwoc thé hién trén hinh 5 [8].

Cau truc cta ma ndi ti€p bao gbm modt ma ngoai, mot
ma trong va bd xao tron bit ndm gilta hai ma nay c6 nhiém
vu phé v cac 16i cum (16i dai) thanh cac 16i don nham muc
dich dé ting kha nang stra 16i clia ma, ké ca trong truong
hop diéu kién kénh truyén qua xau.

DPé ap dung ma ndi tiép vao hé mat McEliece, ta can
phai chon cac ma thanh phan la cac ma khoi tuyén tinh cé
cac da thire sinh twvong tng 1a G, va G, v6i cac khodng cach
Hamming cuec ti€u twong (ng 1a d,,, Va dypin. Khi d6, ma noi
tiép co thé stra dwoc mot 16i cum c6 dd dai la max(n,t, nty),
trong d6 n; la dd dai cac tr ma thanh phan va t; Ia kha nang
stra 16i clla cac ma thanh phan, dvoc tinh theo cong thic

9) [8].
d -1| ..
t= L%J voii=1,2 9)
2
Hodc ma ndi ti€p co thé stra dugc t 16i & cac vi tri bat ky
trong tr ma voi:

t= thin ‘d2min _lJ.
2

So do khoi hé mat McEliece khi str dung ma ndi tiép
dugc thé hién trong hinh 6.

(10)

MatrinG, Bén gl

Minéi tisp

Gidi méi ngodi Ba xdo trin Gidi métrong i
G i G i

Mi nbi tidp

i Gidi mﬁngohi](—[ B x]a;[tron ]{-[Giéi mi trong

Hinh 6. So d0 khoi hé mét McEliece cai tién st dung ma ndi ti€p

Céc thuat toan ctia hé mat McEliece cai tién s dung ma
nGi ti€p thay thé ma Goppa trong so do gbc duoc thuc hién
nhu sau:

c=nG,te

Tao khéa:

- Khéa bi mat bao gébm cac ma tran Q, G, N, G, va P (&
day ta st dung b xao tron khoi).

- Khoa cdng khai gom cap (G, t). Trong dd: t duoc xac
dinh theo cong thirc (10) va G, duoc xac dinh theo cong
thire (11).

G, = QG,ITG,P (11)

M& hodava gidi ma:
Qua trinh ma hoa va gidi ma mot ban tin clia thuat toan
cdi tién dé xudt vé co ban tvong ty nhw thuat toan McEliece
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gbc. Tuy nhién, khi gidi ma kénh ta phai thuc hién qua hai
lan gidi ma cac ma thanh phan (ma trong va ma ngoai),
vGi cac ma tran kiém tra duoc xac dinh GiHiT =0, trong do,
i =1+ 2. Bong thoi, sau khi gidi méa trong ta phai thuc hién
giai x40 tron dé sap xép lai vi tri cac bit cia tir ma trude khi
dwa vao giadi ma ngoai cho dung v6i thi tv nhu bén gui.

Nhan xét dac diém thuat todn McEliece cai tién sl
dung manéi tiép:

Thoéng qua viéc st dung ma ndi ti€p thay thé ma Goppa
trong dé xudt géc, kha nang sira 16i chia hé théng duoc cai
thién mot cach dang ké so vai khi str dung cac méa don, diéu
nay thé hién qua két qua trén hinh 7.

" \\

N

H(15,11)BCH(127,92)

.
N

s H(31,26)BCH(63.51)
Wy — »
BCH(31,21) /
10°
3 4 5 6 7 Ey/No

Hinh 7. Kh& nang siva I6i ctia mé ndi tiép so vdi cac madon

Tir két qua hinh 7 ta thdy, dé dat duwoc xac sudt 16i bit
P, = 10° trong tredng hop st dung ma ndi ti€p vai cac ma
thanh phan la mad Hamming(31, 26) va ma BCH(63, 51) can
ty 1é E/N,= 5,8dB, ddi v6i truong hop st dung ma don BCH
(31, 21) can E,/N,= 7,5dB. Ty Ié ma hoa trong ca hai truong
hgp la r=k/n=0,67. Nhu vay do lgi mé& hod dat dwgc la 1,7
dB. Twong tw nhu vay, khi s dung méa ndi ti€p v6i cac ma
thanh phan la ma Hamming (15,11) va ma BCH(127, 92) do
loi ma hoa clia hé thdng cao hon so véi treong hop sk
dung méa don. Day la co s¢ dé cai thién dé6 mat cla hé
théng khi st dung thuat toan McEliece, diéu nay duoc
chirng minh qua phuong phap tinh do bén vitng cltia hé
mat cai tién theo thuat toan tan cong tim vector 16i e thé
hién qua cong thirc (12) [6].

k. =Ch (12)

Két qua thuat toan McEliece cai ti€n str dung méa ndi tiép
thay cho ma Goppa so véi thuat toan dé xuét géc dwgc thé
hién qua trong bang 1.

Bang 1. So sanh thuat toan McEliece cai tién va thuat toan gac

So dd hé mat Tylema | S616ico P9 bén matma
hoa thé stra
HEé mat McEliece
st dung  mi| ~05 50 Cops ~3,1.10%
Goppa(1024,524)
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Hé mat McEliece st
dung ma ndi ti€p
H(15,11)BCH(127,92)

Chi phi cda thuat toan cai tién sir dung ma ndi ti€p thay
thé méa Goppa thudng yéu cau tr ma c6 do dai I6n hon so
voi thuat toan géc. Do dé yéu cau dung lvgng b nhé
trong cac thiét bi gidi ma 16n hon, nhwng van dé nay khéng
con la van dé kho khan trong khoa hoc cong nghé hién nay.
5. KET LUAN

Phuong phap dé xuét cai ti€n hé mat McEliece st dung
vector 16i mang mot phan thong tin da tang duoc ty 1é ma
hoa tir 0,5 Ién dén 0,8 so véi thuat toan dé xuat géc, dong
thoi cling lam tang dd phtc tap cla tadn cong gidi ma cla
hé mat.

Hé mat McEliece cai ti€n st dung ma ndi ti€p thay thé
cho ma Goppa trong dé xudt gbéc da lam ting duoc kha
nang stra 16i va tang kha nang chéng nhiéu clia hé théng.
Ty 1&@ ma hoéa khi st dung ma ndi ti€p thay thay thé ma
Goppa la tang 0,17 va do lgi ma hoéa dat 1,7dB. Hai gidi
phéap cai tién tac gia dé xudt trén day két hop véi nhitng wu
diém cua hé mat McEliece, gitp cho hé mét nay tang thém
tinh kha dung cho cac hé thong truyén tin so.

~0,8 91 Crags ~ 4,46.10™°
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